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Abstract. In this paper, statistical methodologies for time series analysis — specifically the Z-
score and the modified Z-score — are examined in the context of detecting Port Scan and
Distributed Denial of Service (DDoS) attacks. Six different time series were constructed us-
ing the following traffic characteristics: the average number of packets transmitted from
sources to destinations, the data transfer rate, the response data transfer rate, the duration of
the connection between the source and destination, the entropy computed based on destina-
tion ports associated with each IP source, and the number of unique destination ports available
to each IP source. To evaluate the statistical methodologies under study, the indicators such
as reliability, accuracy, response time, and F1-score were used. The obtained numerical re-
sults show that when detecting the network threats in question, the modified Z-score reduces
the number of false positives compared to the Z-score standard, thereby influencing the eval-
uation of these performance metrics. The F1-scores achieved using the modified Z-score for
DDoS detection ranged from 93% to 98%, depending on the specific traffic characteristics
analyzed. Conversely, in the case of Port Scan detection, the F1-score did not exceed 58%
even under optimal conditions. A comprehensive analysis showed that all the identified Port
Scan instances refer to fast port scanning since this scanning method causes a sharp increase
in network traffic. This phenomenon is manifested in a local violation of the stationarity of
the time series. These findings were confirmed by Augmented Dickey-Fuller (ADF) and
Kwiatkowski—Phillips—Schmidt—Shin (KPSS) statistical tests conducted to evaluate various
hypotheses regarding the stationarity of the time series.
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CrarucTHuyecKuii aHAJIN3 BPeMEeHHBIX PsS/IOB
nJist ooHapy:xeHusi Port Scan u DDoS

Aneiiemn Mapk Aypeisie Immanyaib lzkertoene

Poccwuiickuit Yausepcuret dpyx0s1 Hapomos, Mockgsa, Poccust
djeguede.marc@gmail.com

AHHoTanus. B xoz€ 3T0#1 Hay4YHOU CTaTbM CTAaTUCTUYECKUE METONOIIOTUN aHAIN3a BPEMEH-
HBIX PSJIOB, B YaCTHOCTH Z-OlleHKa U MoAu(UIIMpoBaHHast Z-0leHKa, ObUIN pAaCCMOTPEHBI B
KOHTeKcTe OoOHapyxeHUs arak Port Scan u pacnpesmeneHHOro OTKaza B OOCITY>KUBaHUU
(DDoS). bputo mocTpoeHo MecTh pa3InYHBIX BPEMEHHBIX PSAIOB C HCITOIB30BAHUEM CIICIY-
IOLINX XapaKTEPUCTHK TpaduKa: CpeaHee KOJIMYECTBO AKETOB, IEPEIABAEMBIX OT HCTOUYHH-
KOB K IOJIy4aTelisiM, CKOPOCTh Mepeladyr AaHHBIX OT MCTOYHHKA K IMOJTy4aTelto, CKOPOCTh
MepeAadn OTBETHBIX AAHHBIX, IPONODKUTEIBHOCTh COSIMHEHNSI MEXIY NCTOUHHKOM U aji-
pecaroM, BEIYMCICHHAs SHTPOIHSI HA OCHOBE [TIOPTOB HAa3HAYEHUsI, CBA3aHHBIX C KaXKIbIM [P-
HMCTOYHHUKOM, M KOJINYECTBO YHUKAJIBHBIX TOPTOB HAa3HAUEHUs, TOCTYIHBIX Kaxkaomy [P-uc-
TOYHHKY. J{J7151 OIIEHKH BBIIEYTIOMSIHYTBIX CTATUCTUYECKUX METONOJOTHI HCIOIb30BAINCH
MOKa3aTeNn HaJle)KHOCTH, TOUHOCTH, BpPEMEHH OTKJINKa 1 moka3arenu F1. Ilomyuennsie uunc-
JICHHBIE PE3yJIbTaThl OKA3BIBAIOT, YTO MOAH(DUIIMPOBAHHAS Z-0lIEHKa CHIKAET KOJIMYECTBO
JIOKHBIX cpabaThiBaHuUii (TI0 CPaBHEHUIO ¢ Z-OLEHKO) TPH BBISIBJICHUH UCCIICIOBAHHBIX CE-
TEBBIX YIpO3, UTO BIUSET HA OLEHKY ATHX MOKa3arenei. Pesynprarel uamepenus F1, nomy-
YEeHHBIE C MCIIOJIb30BaHUEM MOIU(PHUIIMPOBAHHON Z-0lIeHKH pu 00HapykeHnu DDoS-arak,
BapbUpOBAUCEH OT 93 10 98% B 3aBUCMMOCTH OT KOHKPETHBIX NMPOAaHATM3UPOBAHHBIX Xa-
paxrepuctuk Tpaduka. 1 Hao6opoT, nmokaszarens F1 B koHTekcTe 0OHapyxkeHus Port Scan B
caMOM ONTUMAJIBHOM cily4yae He mpeBbimaeT 58%. KoMmuekcHsIi aHamu3 mokasal, 4Tto Bce
9K3EeMIUIPBI, BhIIBIEHHBIE Port Scan, OTHOCATCS K Kareropuu OBICTPOrO CKaHHWPOBAHUS
MIOPTOB, MOCKOJIBKY UMEHHO 3TOT METOJ CKAHUPOBAHUS IPUBOAUT K PE3KOMY YBEITHUEHHUIO
ceTeBOro Tpaduka. ITo ABJICHUE MPOSBISIETCS B JIOKAJHbHOM HAPYIIEHHH CTALMOHAPHOCTH
BPEMEHHBIX PSAA0B. DTH BBIBOABI ObUIN MOATBEPKACHBI CTATUCTUYECKUMHU TeCcTaMu JIuKu—
Oymrepa (ADF) u Kesarkockoro—@ummunca—IlImunara—Illuaa (KPSS), npoenenHbMu
JUIS1 OLECHKH PA3JIMYHBIX THUIIOTE3 OTHOCUTENIFHO CTALIMOHAPHOCTH BPEMEHHBIX PSIIOB.

KiroueBble ciioBa: ananus epemennsix psioos; oonapyscenue anomanuti;, Port Scan; DDoS;
Z-score.
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xenus Port Scan u DDoS // Bectauk Ilepmckoro ynuBepcurera. Maremaruka. Mexanuka. Madopma-
tuka. 2026. Ne 1(72). C. 72-91, DOI: 10.17072/1993-0550-2026-1-72-91. https://elibrary.ru/pvxuen.
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Introduction
Intrusion detection systems (IDS) play a vital role in safeguarding computer networks
by continuously monitoring and analyzing network traffic to identify potential security threats.
As network environments grow more complex and data volumes expand, traditional static
detection methods often fail to recognize sophisticated or evolving cyberattacks. Time series
analysis offers a dynamic alternative by focusing on how network behaviors change over time.
By treating indicators such as connection rates, packet flows, and data volumes as temporal

73



A. M. A. E. Djeguede

data, IDS can detect subtle irregularities or evolving trends that may indicate malicious activity.
This temporal perspective enhances the system's ability to identify both sudden and gradual
attacks, paving the way for more adaptive and intelligent intrusion detection mechanisms.

Port scanning is a common reconnaissance technique used by attackers to discover open
ports and available services on a target system. Detecting such activity is crucial for maintaining
network security as scans often precede more severe intrusions. Traditional detection methods,
which rely on predefined rules or threshold limits, may fail to capture slow or stealthy scans
designed to evade detection. Time series analysis provides a stronger alternative by examining
temporal patterns and anomalies in connection attempts. By modeling these attempts as time-
dependent data, it becomes possible to identify deviations from normal behavior that signal
scanning activity, even when it occurs gradually or covertly. This approach not only improves
detection accuracy but also enables earlier and more proactive responses to potential threats.

Distributed Denial-of-Service (DDoS) attacks remain a persistent threat to online
services, aiming to overwhelm targeted infrastructures — such as servers, networks, or
applications — with massive amounts of malicious traffic, thereby denying access to legitimate
users. Traditional signature-based detection systems often struggle to cope with new or rapidly
changing attack patterns. Time series analysis (TSA) offers a data-driven alternative by
analyzing the temporal dynamics of network traffic, allowing for the identification of subtle or
emerging anomalies that may signal the onset of a DDoS attack.

1. Literature review

The centralized architecture of software-defined networks (SDN) makes them ideal tar-
gets for flood attacks such as DDoS and port scanning. Addressing this issue, G. F. Scaranti et
al. [1] proposed an intrusion detection system (IDS) based on online clustering to detect attacks
in evolving SDN networks by leveraging the entropy of the source and destination IP addresses
and ports. The proposed system eliminates the need for data labeling, paving the way for com-
prehensive analysis by projecting cluster structures into the feature space and providing infor-
mation on the intensity, seasonality, and type of various attacks. The system is built on the
DenStream algorithm [1], utilizing multiple databases targeted by DDoS and port scanning at-
tacks with varying intensity and duration. C. Birkinshaw et al. in [2] also designed an SDN-
based Intrusion Detection and Prevention System (IDS/IPS). The proposed system is a software
application that monitors the network for malicious activity or security policy violations and
takes measures to mitigate such activity. Special emphasis is placed on protection against port
scanning and Denial-of-Service (DoS) attacks. In their study, the authors described and tested
the Port Bingo (PB) algorithm as a defense mechanism against port scanning and implemented
two connection-based methods: Credit-Based Threshold Random Walk (CB-TRW) and Rate
Limiting (RL). Botnets are responsible for some of the most significant malicious attacks on
the internet: DDoS attacks, email spam, brute-force attacks, port scanning, and others. Their
danger stems from the coordinated actions of infected hosts targeting a single objective. R.
Abrantes et al. in their article [3] focused on identifying botnet traffic to prevent communication
between the botmaster and infected hosts. For analyzing hosts in the Botnet2014 dataset, they
employed the CICFlowMeter algorithm and machine learning methods — Random Forest (RF)
and Decision Tree (CART). The results show that the analysis scenario using IP addresses and
L4 ports achieves higher accuracy but a lower F1-score compared to equivalent scenarios with-
out IP addresses or L4 ports. Detection of low-frequency attacks requires additional computa-
tional overhead compared to regular traffic. In [4], D. Ono et al. proposed a method for detecting
port scanning by analyzing the characteristics of Packet-In messages sent from an OpenFlow
(OF) switch to the controller. Port scanning typically generates a large volume of Packet-In
messages. The proposed method monitors the flow rate of Packet-In messages sent by each host
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to the switch, identified by their addresses. Upon detecting an abnormal increase in this rate,
the controller requests statistics from the switch and implements an algorithm based on the
collected data to identify port scanning. The employed algorithm significantly reduces compu-
tational costs compared to conventional methods. Port scanning, commonly used as a recon-
naissance tool in attacks, can create significant performance and bandwidth challenges for ap-
plications. In [5], B. Hartpence et al. describe an architecture of recurrent neural networks
(RNN) for packet classification, TCP datagram separation, TCP packet type identification, and
port scanning detection. Recurrent neural networks enable detecting temporal dependencies in
prolonged port scanning sequences that unfold over time. Testing the proposed model in this
work with real NMAP application pcap files demonstrated successful detection of open ports
and scanning attempts with high accuracy and a low false-positive rate. Q. Abu Al-Haija et al.
in [6] proposed a novel inclusive port scanning detection scheme that evaluates five machine
learning classifiers, including logistic regression, decision trees, linear/quadratic discriminant
analysis, naive Bayes, and ensemble boosted trees. Studies conducted on the modern PSA-2017
dataset demonstrated the best performance for the logistic regression-based detection scheme,
achieving 99.4% accuracy, 99.9% precision, 99.4% recall, 99.7% F-score, and a detection time
0f 0.454 psec. SNORT is an intrusion detection and prevention system (IDS/IPS) and a popular
tool for monitoring network traffic in real-time and performing rule-based packet analysis.
These rules act as signatures for various types of attacks. Each packet passing through SNORT
is thoroughly analyzed to identify matches with predefined rules. In their work [7], M. Almsei-
din et al. propose a novel approach for detecting slow port scanning using a Fuzzy Rule Inter-
polation (FRI) rule set, which also determines the maliciousness level of detected attacks. These
rules are based on the following parameters:

— number of packets sent between the source and destination;

— average Time between Packets received by the victim, in milliseconds;

— number of Packets Received by the destination (victim) per second.

The majority of approaches proposed in the literature for detecting slow port scanning
are focused on identifying slow port-scanning attacks within a static period. Mehr u Nisa et al.
[8] proposed a technique to detect slow port-scanning attacks not only during static time inter-
vals but all attacks conducted with a gradual increase or decrease in duration over time. The
proposed system is divided into four main modules. In the first module, real-time data packets
are captured from a live network for analysis. In the second module, the captured data is ana-
lyzed to detect signs of port scanning and labeled accordingly. The third module categorizes the
labeled packets into parallel and single scans based on the scanner's IP address and other se-
lected features. Finally, in the last module, a decision is made based on time duration analysis
to determine whether the scan was a fast or slow attack. The generated reports can then be used
to block the attacker' IP address or take other necessary measures. E. S. Sagatov et al. [9] pre-
sented methods for detecting and countering the initial stages of cyberattacks, including TCP
and UDP port scanning. The proposed methods analyze outgoing traffic to identify response
packets such as ICMP 3.3 and TCP RST, which indicate the onset of an attack. The authors also
described two countermeasures based on developed modules for software-defined network con-
trollers and Linux OS utilities. Testing of the developed methods was conducted on a cyberse-
curity testbed and demonstrated that the accuracy of detecting open TCP ports did not exceed
15%, while for other ports (closed TCP ports and UDP ports of any type), the accuracy remained
below 2%. E. K. Baah [10] employed seven machine learning classifiers for port scan detection
after successfully applying the Principal Component Analysis (PCA) algorithm for reducing
dimensionality and selecting the most relevant features. A comparison of the results from vari-
ous models and prior studies identified the XGBoost model as the best classifier, achieving the
highest accuracy of 99.98%, with no false positives detected, a precision of 99.99%, a recall of
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99.98%, and an area under the curve (AUC) of 99.99%. M. Ring et al. [11] propose an innova-
tive approach to preprocessing streaming data, designed to detect slow port scanning. The pre-
processing process generates new objects based on domain knowledge and information on the
network structure collected over a specific period. The computed objects are used as input data
for further analysis; based on these, two distinct approaches for detecting slow port scans were
proposed. One approach employs sequential hypothesis testing, while the other utilizes classi-
fication algorithms. The proposed methods were tested on the CIDDS-001 dataset.

2. Materials

The CIC-IDS-2017 dataset is one of the most widely used cybersecurity datasets for
evaluating IDS. The Canadian Institute for Cybersecurity (CIC) created it at the University
of New Brunswick (UNB). The data was captured using realistic user behavior and attack
scenarios, therefore it contains both benign and malicious activities such as botnets and web
attacks.

The data capturing period started at 9 a.m., Monday, July 3, 2017 and ended at 5 p.m. on
Friday July 7, 2017, for a total of 5 days. The daily traffic classification and attacks were pre-
sented in Table 1.

Table 1. CIC-IDS-2017 daily traffic classification

Day Type of traffic Attack types present

Monday Normal traffic only None

Tuesday Brute Force attacks SSH Brute Force, FTP Brute Force

Wednesday |DoS and Heartbleed |DoS Hulk, DoS GoldenEye, Heartbleed

Thursday  |Web and Infiltration ~ |Web Attack (XSS, SQLi, Cmd Injection), Infiltration
Friday Botnet and Port Scan  |Botnet, Port Scan, DDoS

In this work, I will explore time series analysis techniques used to detect Port Scan and
DDoS attacks.

2.1. Port scan attacks. By performing port scans, attackers can gather information about
a host's port numbers, operating system, and running applications by sending specific data to
network ports and analyzing the responses. For example, a simple port scan can be performed
by a method called a TCP scan, which checks whether a port is in use by attempting a 3-way
handshake on the target port. However, since a 3-way handshake is performed even in standard
TCP connections, it is difficult to distinguish between a port-scan attack and regular communi-
cation on a packet-by-packet basis. Therefore, it is necessary to extract features from multiple
packets in order to identify port scans, such as the number of port accesses per unit of time from
the same host to different hosts or the amount of traffic per port. There are many behaviors
characterizing a scanning activity, such as:
— numerous connection attempts: a scanning mechanism dispatches a multitude of
connection requests directed toward various ports on a designated machine;
— sequential or patterned approach: ports are typically examined in a sequential manner
(for instance, 1, 2, 3, 4...) or according to a predetermined pattern (prioritizing common
ports, e.g., 22, 80, 443);
— transient connections: connections are frequently of a fleeting nature — they are
sufficiently brief to ascertain whether the port is open, closed, or filtered;
— anomalous traffic volume: relative to normative behavior, port scanning engenders an
elevated number of connection attempts, frequently within a condensed period;
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2.

unexpected origin: scanning activities predominantly originate from external or
unrecognized IP addresses.

There can be distinguished different categories of scans:

SYN scan (half-open): transmits SYN packets while abstaining from completing the
TCP handshake;

FIN, XMAS, NULL scans: dispatch unconventional TCP flags to circumvent firewalls
or to discreetly identify ports;

UDP scan: since UDP has no handshake, traditional scanning (like SYN scan for TCP)
doesn't work. Instead, a UDP scan sends an empty or protocol-specific packet to a
port and analyzes the response.

Depending on variations in scanning timing, scans can be divided into:

aggressive (rapid scans with heightened likelihood of detection);

stealthy (deliberate scans over extended periods to mitigate the risk of detection).

2. Distributed Denial of Service (DDoS) attacks. DDoS attacks remain a persistent

threat in cybersecurity, evolving in scale and sophistication. Proactive defense strategies, com-
bined with rapid incident response plans, are essential for minimizing their impact. Unlike a
traditional Denial-of-Service (DoS) attack, which originates from a single source, a DDoS at-
tack leverages a distributed network of compromised devices (a botnet) to amplify its impact,
making mitigation more challenging.

DDoS has a variety of attack vectors, such as:

— volume-based attacks: flood the target with high traffic volumes to exhaust bandwidth.

3.

work

Examples include UDP/ICMP floods, which consist in sending spoofed UDP or ICMP
packets, and amplification attacks exploiting protocols such as DNS or NTP to
magnify traffic by triggering large responses to small requests.

protocol attacks: overwhelm the TCP handshake process, leaving connections half-
open (SYN floods), or send malformed packets to crash systems (Ping of Death).
application-layer attacks: target specific applications (e.g., web servers) with resource-
intensive requests, mimicking legitimate user traffic to overload servers (HTTP floods,
e.g., repeated page requests) or keeping server connections open indefinitely to exhaust
resources (Slowloris).

Methods
Effective anomaly detection is essential for maintaining the security and stability of net-
infrastructure. One method for identifying unusual network behavior is through time se-

ries analysis. In this study, I have analyzed the time series corresponding to the features listed
in Tables 2 and 3, which were derived from the columns of the CIC-IDS-2017 dataset.

Table 2. Selected features for DDoS detection

Features Descriptions

Mean number of forward packets per source |Average number of packets transmitted from
IP sources to receivers

Forward speed Data transfer rate

Backward speed Response data transfer rate
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Table 3. Selected features for Port Scan detection

Features Descriptions

Connection lifetime Duration of connection between source and
destination

Destination ports entropy per source [P Computed entropy based on destination ports

of each IP source

Unique destination ports count by source I[P | Count of unique destination ports connected
by each IP source

To examine these time series and identify potential anomalies, I apply a statistical Z-score
computation to each i-th point using a sliding window of size n. The Z-score is calculated as
follows:

z; =1k (M
where the local mean
uw) = 2- Tl % @)
and
o) = 5 512 ol — uw) ®

is the standard deviation. The primary assumption underlying the use of the Z-score is that the
analyzed features follow a normal distribution.
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Fig. 1. Feature distribution functions
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An empirical study of the distribution of these features is shown in the graphs in Fig. 1.
These distributions are near to Gaussian distribution, therefore the decision to use the Z-score
in this work is justified. Below is a sample algorithm, based on the Z-score, to detect outliers
in time series.

Algorithm 1. Detection of anomalies in time series

1: T ={xq,,x,}— time series
2: d — size of window

3: t — threshold

4:fori € {1,---,n}do

5: select window w; = {x;_q, X;i_q41, »Xi—1}
. L Ximp(w)
6: compute Z-score Z;:= WD)

7 if |Z;| =t then

8: label x; as anomaly
9: else

10: label x;as benign
11: end if

12: end for

Due to several factors that will be discussed in the next section, the algorithm based on
Z-score calculations with sliding windows may prove inefficient. In such cases, I employ the
modified Z-score, which can be calculated as follows:

__ 0.6745*x;—median
Zmodifiedscore -

: 4)

where MAD stands for median absolute deviation and can be calculated as follows:

mad

~ 2
mad = \/% i n(x; — median)”. (%)

4. Results and discussion

This section presents the results of the experimentation. Figs. 2—7 depict the time series
obtained from the features for DDoS detection described in Table 2; Figs. 8—13 show the rep-
resentation of the time series obtained from the features for Port Scan detection presented in
Table 3. In these figures, green points on the time series indicate actual threats (DDoS and Port
Scan), whereas red points indicate predicted threats. Points with overlapping colors indicate
correctly predicted threats. A quick visual inspection of these results reveals that the modified
Z-score algorithm achieves a high level of DDoS detection, as evidenced by the large number
of bicolored points in this case. More formal performance evaluation metrics are presented.

79



A. M. A. E. Djeguede

Time Series Anomaly Detection
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Fig. 2. Z-score with mean forward packets time series (DDoS)

Time Series Anomaly Detection
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Fig. 3. Modified Z-score with mean forward packets (DDoS)
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Time Series Anomaly Detection
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Fig. 4. Z-score with forward speed time series (DDoS)
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Fig. 5. Modified Z-score with forward speed time series (DDoS)
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Fig. 6. Z-score with backward speed time series (DDoS)
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Fig. 7. Modified Z-score with backward speed time series (DDoS)
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Time Series Anomaly Detection

17

Connection_live_time time series
® Actual Connection_live_time anomalies

16 = Predicted Connection_live_time anomalies

15

14

Connection_live_time

13

12

Juld,:B017 02:00 03:00

Date

Fig. 8. Z-score with connection lifetime time series (Port Scan)
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Fig. 9. Modified Z-score with connection lifetime time series (Port Scan)
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Time Series Anomaly Detection
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Fig. 10. Z-score with unique destination ports count (Port Scan)
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Fig. 11. Modified Z-score with unique destination ports count (Port Scan)
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Fig. 12. Z-score with destination ports entropy (Port Scan)
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Fig. 13. Modified Z-score with destination ports entropy (Port Scan)
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For a more detailed assessment of the performance of the two methods, I will use a con-

fusion matrix (whose structure is explained in ) to compute the metrics — accuracy, precision,
recall, and F1 — using the following formulas:

and

Accuracy =
Precision =

Recall =

TruePositives+TrueNegatives

TotalPredictions

)

TruePositives

TruePositives+FalsePositives’

TruePositives

TruePositives+FalseNegatives’

__ 2xRecall«Precision

F1=

Recall+Precision

Table 4. Confusion matrix structure

Predicted Negative  |Predicted Positive
Actual Positive |False Negative (FN) | True Positive (TP)
Actual Negative |True Negative (TN) |False Positive (FP)

Table S. Confusion matrix for DDoS attack detection

a. Z-score with mean forward packets

Predicted Predicted
Benign DDoS
Actual
DDoS 14 7
Actqal 63 9
Benign

¢. Z-score with backward speed

Predicted Predicted
Benign DDoS

Actual

DDoS 13 8

Actual = 3 9

Benign

e. Modified Z-score with forward speed

Predicted Predicted
Benign DDoS

Actual

DDoS ! 20

Actl}al 70 5

Benign
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b. Z-score with forward speed

Predicted Predicted
Benign DDoS
Actual
DDoS 13 8
ActL}al 63 9
Benign

d. Modified Z-score with mean forward packets

Predicted Predicted
Benign DDoS
Actual
DDoS ! 20
Actl_lal 7 0
Benign

f. Modified Z-score with backward speed

Predicted Predicted
Benign DDoS
Actual
DDoS ! 20
Actgal 70 5
Benign

(6)
(7
®)

)
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Table 6. Confusion matrix for Port Scan detection

a. Z-score with connection lifetime

c. Z-score with destination ports entropy

b. Z-score with unique destination ports count

Predicted Predicted Port Predicted Predicted Port
Benign Scan Benign Scan

Actual Port Actual Port

Scan 14 13 Scan 16 11

Actual Benign Actual Benign
109 14 103 20

d. Modified Z-score with connection lifetime

e. Modified Z-score with unique destination ports count

Predicted Predicted Port Predicted Predicted Port
Benign Scan Benign Scan

Actual Port Actual Port

Scan 17 10 Scan 16 11

Actual Benign Actual Benign
98 25 118 5

f. Modified Z-score with destination ports entropy

Predicted Predicted Port Predicted Predicted Port
Benign Scan Benign Scan

Actual Port Actual Port

Scan 16 11 Scan 16 11

Actual Benign o A Actual Benign 123 0

Based on the confusion matrices presented in

Table 5 and Table 6, I calculated the metrics summarized in Tables 7 and 8. The results
lead to the following observations:
— low accuracy in the evaluation corresponds to a higher number of false positives,
— low recall indicates a higher number of false negatives.

When applying the sliding window algorithm with the standard Z-score, both DDoS and
Port Scan detections yielded low accuracies and recalls (generally below 50%) across all
selected features. In contrast, the global modified Z-score achieved strong performance for
DDoS detection, with accuracy, recall, and F1-score typically exceeding 91%. However, its
effectiveness for Port Scan detection remains less consistent.

The main hypothesis explaining the strong performance of the sliding window Z-score
algorithm is the non-stationary nature of the time series. To confirm this hypothesis, I computed
the p-values of the ADF and KPSS tests, as shown in Table 9, and examined how the mean and
standard deviation of the time series evolve over time (see Fig. 14).

To better understand the performance of the modified Z-score in detecting port scanning
activities, Fig. 9, Fig. 11, and Fig. 13 are particularly insightful. They show that the detected
threats exhibit high variance, while those with low variance often remain undetected.
Comparing the time intervals of high-dispersion threats with the original dataset and
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considering the number of flows labeled as Port Scan, we can see that these intervals correspond
to fast Port Scan attacks. This leads to a conclusion that the modified Z-score method effectively
detects fast port scans but fails to identify slow ones.

Table 7. DDoS detection metrics (accuracy, precision, recall, and F1)

Accuracy Precision Recall F1 Support
z
. BENIGN 0.82 0.88 0.85 72
2 2 0.75
2 g
= @ DDoS 0.44 0.33 0.38 21
= N
g N
E o BENIGN 0.99 1 0.99 72
& - 3
I & 0.99
g S g DDoS 1 0.95 098 |21
= 3 =5 ° ' '
BENIGN 0.83 0.88 0.85 72
g 0.76
b DDoS 0.47 0.38 0.42 21
= N
% 1
2 N
& BENIGN 0.99 0.97 0.98 72
= =
5 = 0.97
z S 2
5 S 3 DDoS 091 0.95 0.93 21
= =3
BENIGN 0.83 0.38 0.85 72
g 0.76
b DDoS 0.47 0.38 0.42 21
= N
8 1
& N
= BENIGN 0.99 0.97 0.98 72
5 g5
z = 0.97
=< = 2
2 S 3 DDoS 091 0.95 0.93 21
- =

The following paragraph examines how local non-stationarity in feature time series affects
the detection of port scanning activities. To achieve this, we calculate the p-values of the ADF
and KPSS statistics. The p-value can be expressed as follows: pyqiue = P(Xops V Hy), where
H, is the null hypothesis, x,s is the calculated statistic (ADF or KPSS). The general form of
the ADF test regression is:

Ay, = a+ Bt +yye 1 + X 54 + € . (10)
Null hypothesis ( Hy): ¥ = 0 = unit root is present (non-stationary). Alternative
T As
SE(y)

Pvaiuels more than 0.05, 1 fail to reject the null hypothesis. In the next step, 1 estimate the KPSS
Test statistic formula as:

hypothesis (H;): ¥ < 0 —no unit root (stationary). Then we can compute ADFg;qr =

Kpss = LL=tst (11
where:
T: The number of observations;
Sy = Xf_, 6 : The cumulative residuals from the OLS regression of the time series on a

constant (or constant + trend);
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o2: Long-run variance of the residuals, estimated using a Newey-West estimator (or similar),
which accounts for autocorrelation.

Null Hypothesis (Ho): The series is stationary (level or trend stationary). Alternative
Hypothesis (Hi): The series has a unit root (non-stationary). I reject Ho (stationary) if the
Poaiue < 0.05 (KPSS statistic is greater than the critical value).

Table 8. Port Scan detection metrics (accuracy, precision, recall, and F1)

Accuracy Precision Recall F1 Support
BENIGN 0.813 0.89 0.89 0.89 123
=
uEa ; Port Scan 0.48 0.48 0.48 27
E N
i N BENIGN 0.860 0.88 0.96 0.92 123
=]
= s 2 Port Scan 0.69 0.41 0.51 27
S | £8
z BENIGN 0.76 0.87 0.84 0.85 123
s
2 o
=] [
: S Port Scan 0.35 0.41 0.38 27
S 7
E N
z N BENIGN 0.867 0.88 0.97 0.92 123
D
ey | 3
= @ =
= s 2 Port Scan 0.73 0.41 0.52 27
58| 23
BENIGN 0.72 0.85 0.80 0.82 123
=
sl o
= Bt
= ; Port Scan 0.29 0.37 0.32 27
@ 1
ko N
)
:‘ N BENIGN 0.893 0.88 1.00 0.94 123
S =
1 D
= =
< = & [PortScan 1.00 0.41 0.58 27
2 | 23

Table 9. ADF and KPSS statistics and p-values of the time series

ADF KPSS

ADF Statistic | p-value Kpss Statistic p-value
Mean forward packets -2.68053 0.0774668 0.279649 0.1
Forward speed -3.6409978 0.0050239 0.3529392 0.0974400
Backward speed -3.6409978 0.0050239 0.3529392 0.0974400
Connection lifetime -4.8111134 5.1785264e-05 0.1351005 0.1
Unique destination ports count -1.9973058 0.2877557 0.5839902 0.0240918
Destination ports entropy -1.9618836 0.3035317 0.6503301 0.0180609
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Fig. 14. Rolling statistical characteristics for the feature time series

From the p-value results of the KPSS test applied to the time series used for port scan
detection Table 9, we can conclude that the 'Connection lifetime' time series is stationary,
while the 'Unique destination ports count' and 'Destination ports entropy' series are non-
stationary. The non-stationarity of the latter series results from traffic spikes caused by rapid
port scanning activities, as illustrated in Fig.14 (d, e, ). Consequently, a high KPSS statistic in
the local stationarity analysis can serve as a useful indicator of periods characterized by fast
port scanning behavior.

Conclusion

This study evaluates the effectiveness of statistical methods — specifically the Z-score and
the modified Z-score — for processing time series data in the detection of Port Scan and DDoS
attacks. The findings indicate that the modified Z-score is better suited for identifying anomalies
in time series with asymmetric distributions. Experimental results demonstrate that DDoS at-
tacks can be readily detected using statistical approaches. However, the effectiveness of these
methods in identifying port scans varies depending on the scanning type. The analysis shows
strong detection performance for fast scans but complete ineffectiveness for slow ones. Further
investigation reveals that this difference arises from local disruptions in the stationarity of time
series during fast scans, as evidenced by a high KPSS coefficient. Consequently, two main con-
clusions are drawn: slow scans exhibit statistical characteristics similar to normal traffic; the
analysis of local stationarity in time series can serve as a foundation for detecting fast port
scans.
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